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Certification for Transfer of Assets with the Potential to Contain Sensitive Data

SENSITIVE DATA refers to data whose unauthorized disclosure may have a serious adverse effect on the
University’s reputation, resources, services, or individuals. Data protected under federal or state regulations or
due to proprietary, ethical, or privacy considerations will typically be classified as sensitive.

Due to the nature of the definition of sensitive data, it is impossible to provide an exhaustive list of
examples. Below are the most common types of sensitive data:

o Attorney - Client Privileged Information

e Controlled Unclassified Information (CUI)

e Credit Card or Payment Card Industry (PCI) Information

o Export Controlled Research (ITAR, EAR)

o Federal Information Security Management Act (FISMA) Data

e IT Security Information

e Other Sensitive Institutional Data

e Personally Identifiable Information (PII)

e Protected Health Information (HIPAA)

o Sensitive Identifiable Human Subject Research

e Social Security Numbers

e Student Education Records (FERPA)

e Student Loan Application Information (GLBA)

o Public safety and security information

e Certain types of information about hazardous substances

o Certain types of blueprints and building plans

e Proprietary information such as computer source code developed at the university
o Certain types of information related to university investments and investment planning
e Certain types of information related to university insurance claims
o Information about misconduct proceedings

e Animal research

By selecting the Transfer Certification button in the UNM Asset Assistant, I certify that the equipment
requested for transfer does not contain any sensitive data as defined herein.
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